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Abstract

In today’s world of cybercrime, hacking attacks, and the occasional security
breach, securing data has become increasingly important to organizations.
Government regulations and industry or company compliance policies may
require data of different classifications to be secured by using proven encryption
policies, cryptographic algorithms, and proper key management. This paper
outlines best practices for encrypting shared file systems on AWS using Amazon
Elastic File System (Amazon EFS).
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Introduction

Amazon Elastic File System (Amazon EFS)! provides simple, scalable, highly
available, and highly durable shared file systems in the cloud. The file systems
you create using Amazon EFS are elastic, allowing them to grow and shrink
automatically as you add and remove data. They can grow to petabytes in size,
distributing data across an unconstrained number of storage servers in multiple
Availability Zones. Data stored in these file systems can be encrypted at rest
using Amazon EFS.

You can create encrypted file systems through the AWS Management Console or
the AWS Command Line Interface (AWS CLI). Or you can create encrypted file
systems programmatically through the Amazon EFS API or one of the AWS
SDKs. Amazon EFS integrates with AWS Key Management Service (AWS KMS)2
for key management. This paper outlines best practices for encrypting shared
file systems on AWS using Amazon EFS. It also describes how to create an
encrypted file system in the AWS Management Console and in the AWS CLI.
Using the APIs and SDKs to create an encrypted file system is outside the scope
of this paper, but you can learn more about how this is done by reading Amazon
EFS API in the Amazon EFS User Guide3 or the SDK documentation.4

Basic Concepts and Terminology

This section defines concepts and terminology referenced in this whitepaper.

e Amazon Elastic File System (Amazon EFS) — A highly available
and highly durable service that provides simple, scalable, shared file
storage in the AWS Cloud. Amazon EFS provides a standard file system
interface and file system semantics. You can store virtually an unlimited
amount of data across an unconstrained number of storage servers in
multiple Availability Zones.

e AWS Identity and Access Management (IAM)5 — A service that
enables you to securely control fine-grained access to AWS service APIs.
Policies are created and used to limit access to individual users, groups,
and roles. You can manage your AWS KMS keys through the IAM
console.

e AWS KMS — A managed service that makes it easy for you to create and
manage the encryption keys used to encrypt your data. It is fully
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integrated with AWS CloudTrail to provide logs of API calls made by
AWS KMS on your behalf to help meet compliance or regulatory
requirements.

e Customer master key (CMK) — Represents the top of your key
hierarchy. It contains key material to encrypt and decrypt data. AWS
KMS can generate this key material, or you can generate it and then
import it into AWS KMS. CMKs are specific to an AWS account and AWS
Region and can be customer-managed or AWS-managed.

o AWS-managed CMK — A CMK that is generated by AWS on your
behalf. An AWS-managed CMK is created when you enable
encryption for a resource of an integrated AWS service. AWS-
managed CMK key policies are managed by AWS and you cannot
change them. There is no charge for the creation or storage of AWS-
managed CMKs.

o Customer-managed CMK — A CMK you create by using the AWS
Management Console or API, AWS CLI, or SDKs. You can use a
customer-managed CMK when you need more granular control over
the CMK.

e KMS permissions — Permissions that control access to a customer-
managed CMK. These permissions are defined using the key policy or a
combination of IAM policies and the key policy. For more information,
see Overview of Managing Access in the AWS KMS Developer Guide.b

e Data keys — Cryptographic keys generated by AWS KMS to encrypt data
outside of AWS KMS. AWS KMS allows authorized entities to obtain data
keys protected by a CMK.

For more information about basic concepts and terminology, see AWS Key
Management Service Concepts in the AWS KMS Developer Guide.”

Key Management

Amazon EFS is integrated with AWS KMS, which manages the encryption keys
for encrypted file systems. AWS KMS also supports encryption by other AWS
services such as Amazon Simple Storage Service (Amazon S3), Amazon Elastic
Block Store (Amazon EBS), Amazon Relational Database Service (Amazon
RDS), Amazon Aurora, Amazon Redshift, Amazon WorkMail, Amazon
WorkSpaces, etc. To encrypt file system contents, Amazon EFS uses the
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Advanced Encryption Standard algorithm with XTS Mode and a 256-bit key
(XTS-AES-256).

There are three important questions to answer when considering how to secure
data at rest by adopting any encryption policy. These questions are equally valid
for data stored in managed and unmanaged services.

Where are keys stored?

AWS KMS stores your master keys in highly durable storage in an encrypted
format to help ensure that they can be retrieved when needed.

Where are keys used?

Using an encrypted Amazon EFS file system is transparent to clients mounting
the file system. All cryptographic operations occur within the EFS service, as
data is encrypted before it is written to disk and decrypted after a client issues a
read request.

Who can use the keys?

AWS KMS key policies control access to encryption keys. You can combine them
with IAM policies to provide another layer of control. Each key has a key policy.
If the key is an AWS-managed CMK, AWS manages the key policy. If the key is a
customer-managed CMK, you manage the key policy. These key policies are the
primary way to control access to CMKs. They define the permissions that govern
the use and management of keys. When you create an encrypted file system, you
grant the EFS service access to use the CMK on your behalf. The calls that
Amazon EFS makes to AWS KMS on your behalf appear in your CloudTrail logs
as though they originated from your AWS account.

For more information about AWS KMS and how to manage access to encryption
keys, see Overview of Managing Access to Your AWS KMS Resources in the
AWS KMS Developer Guide.8

For more information about how AWS KMS manages cryptography, see the
AWS KMS Cryptographic Details whitepaper.9
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For more information about how to create an administrator IAM user and
group, see Creating Your First IAM Admin User and Group in the IAM User
Guide.1°

Creating an Encrypted File System

You can create an encrypted file system using the AWS Management Console,
AWS CLI, Amazon EFS API, or AWS SDKs. You can only enable encryption for a
file system when you create it. Amazon EFS integrates with AWS KMS for key
management and uses a CMK to encrypt the file system. File system metadata,
such as file names, directory names, and directory contents, are encrypted and
decrypted using an EFS-managed key. The contents of your files, or file data, is
encrypted and decrypted using a CMK that you choose. The CMK can be one of
three types:

e An AWS-managed CMK for Amazon EFS
e A customer-managed CMK from your AWS account
e A customer-managed CMK from a different AWS account

All users have an AWS-managed CMK for Amazon EFS, whose alias is
aws/elasticfilesystem. AWS manages this CMK’s key policy and you cannot
change it. There is no cost for creating and storing AWS-managed CMKs.

If you decide to use a customer-managed CMK to encrypt your file system,
select the key alias of the customer-managed CMK that you own or enter the
Amazon Resource Name (ARN) of a customer-managed CMK that is owned by a
different account. With a customer-managed CMK that you own, you control
which users and services can use the key through key policies and key grants.
You also control the life span and rotation of these keys by choosing when to
disable, re-enable, delete, or revoke access to them. AWS KMS charges a fee for
creating and storing customer-managed CMKs. For information about
managing access to keys in other AWS accounts, see Allowing External AWS
Accounts to Access a CMK in the AWS KMS Developer Guide.'

For more information about how to manage customer-managed CMKs, see
AWS Key Management Service Concepts in the AWS KMS Developer Guide.'2

The following sections discuss how to create an encrypted file system using the
AWS Management Console and using the AWS CLI.
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To create an encrypted Amazon EFS file system using the AWS Management
Console, follow these steps.

1. Onthe Amazon EFS console, select Create file system to open the file
system creation wizard.

2. For Step 1: Configure file system access, choose your VPC, create
your mount targets, and then choose Next Step.

3. For Step 2: Configure optional settings, add any tags, choose your
performance mode, select the box to enable encryption for your file
system, select a KMS master key, and then choose Next Step.

Enable encryption

If you choose to enable encryption for your file system, all data stored on your file system will be encrypted at rest. You can select a KMS key from your account to
protect your file system, or you can enter/paste the ARN of a key from a different account. Encryption can only be enabled at file system creation time.

Enable encryption

© Select KMS master key | aws/elasticfilesystem &

Enter a KMS key ARN from another account

Figure 1: Enabling encryption through the AWS Management Console

4. For Step 3: Review and create, review your settings and choose
Create File System.

When you use the AWS CLI to create an encrypted file system, you use
additional parameters to set the encryption status and customer-managed CMK.
Be sure you are using the latest version of the AWS CLI. For information about
how to upgrade your AWS CLI, see Installing the AWS Command Line Interface
in the AWS Command Line Interface User Guide.'3
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In the CreateFileSystem operation, the --encrypted parameter is a
Boolean and is required for creating encrypted file systems. The --kms-key-
id is required only when you use a customer-managed CMK and you include
the key’s alias or ARN. Do not include this parameter if you're using the AWS-
managed CMK.

$ aws efs create-file-system \
--creation-token $ (uuidgen) \
--performance-mode generalPurpose \
-—encrypted \
--kms-key-id user/customer-managedCMKalias

For more information about creating Amazon EFS file systems using the AWS
Management Console, AWS CLI, AWS SDKs, or Amazon EFS API, see the
Amazon EFS User Guide.4

Using an Encrypted File System

Encryption has minimal effect on I/O latency and throughput. Encryption and
decryption are transparent to users, applications, and services. All data and
metadata is encrypted by Amazon EFS on your behalf before it is written to disk
and is decrypted before it is read by clients. You don’t need to change client
tools, applications, or services to access an encrypted file system.

Enforcing Encryption at Rest

Your organization might require the encryption of all data that meets a specific
classification or is associated with a particular application, workload, or
environment. You can enforce data encryption policies for Amazon EFS file
systems by using detective controls that detect the creation of a file system and
verify that encryption is enabled. If an unencrypted file system is detected, you
can respond in a number of ways, ranging from deleting the file system and
mount targets to notifying an administrator.

Be aware that if you want to delete the unencrypted file system but want to
retain the data, you should first create a new encrypted file system. Next, you
should copy the data over to the new encrypted file system. After the data is
copied over, you can delete the unencrypted file system.
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Detecting Unencrypted File Systems

You can create an Amazon CloudWatch alarm to monitor CloudTrail logs for the
CreateFileSystem event and trigger an alarm to notify an administrator if
the file system that was created was unencrypted.

To create a CloudWatch alarm that is triggered when an unencrypted Amazon
EFS file system is created, follow this procedure. You must have an existing trail
created that is sending CloudTrail logs to a CloudWatch Logs log group. For
more information, see Sending Events to CloudWatch Logs in the AWS
CloudTrail User Guide.'5

1. Open the CloudWatch console at
https://console.aws.amazon.com/cloudwatch/.

2. Inthe navigation pane, choose Logs.

3. In the list of log groups, choose the log group that you created for
CloudTrail log events.

4. Choose Create Metric Filter.

5. On the Define Logs Metric Filter page, choose Filter Pattern and
then type the following;:

{ (S.eventName = CreateFileSystem) &&
($.responseElements.encrypted IS FALSE) }

6. Choose Assign Metric.
7. For Filter Name, type UnencryptedFileSystemCreated.
8. For Metric Namespace, type CloudTrailMetrics.

9. For Metric Name, type
UnencryptedFileSystemCreatedEventCount.

10. Choose Show advanced metric settings.
11. For Metric Value, type 1.

12. Choose Create Filter.
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After you create the metric filter, follow this procedure to create an alarm.

1. On the Filters for Log_Group_Name page, next to the
UnencryptedFileSystemCreated filter name, choose Create Alarm.

2. On the Create Alarm page, set the parameters shown in Figure 2.

Create Alarm X
1. Selct aric 2. Dafine Alarm @ Unencrypted File System Created
Alarm Threshold Alarm Preview
R R R B R R ® -1
- @ :
Whenever: UnencryptedFileSystemCreatedEventCount ““4‘ @ GOOd (nOt breaChing threShold)
w52t
[ T — ® State is Alarm
i
Additional settings Matric Name: | UnencryptedFiesyste 6 Near the send a notification list box, choose New
R ® roo v - list, and then type a unique topic name for the list.
@ rrost missing cota s5: | s o tresching teshos | © i 5 @
Act @ Choose Email list, and then type the email address
ctions . . . .
R R T P to which you want notifications sent. You will
e o receive an email at this address to confirm that
. Whonover this alarm:  State is ALARM .
= you created this alarm.
. Send notification to:  ofifyhe St it @
. Email st @ 1 Minute
« Nolbcabion || + AutoSoaing Action ® s
um

Figure 2: Create a CloudWatch alarm

3. Choose Create Alarm.

You can test the alarm by creating an unencrypted file system, as follows.

1. Open the Amazon EFS console at https://console.aws.amazon.com/efs.

2. Choose Create File System.
3. From the VPC list, choose your default VPC.

4. Select the check boxes for all the Availability Zones. Be sure that they all
have the default subnets, automatic IP addresses, and the default security
groups chosen. These are your mount targets.

5. Choose Next Step.

Name your file system and keep Enable encryption unchecked to
create an unencrypted file system.
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7. Choose Next Step.
8. Choose Create File System.

Your trail logs the CreateFileSystem operation and delivers the event to
your CloudWatch Logs log group. The event triggers your metric alarm and
CloudWatch Logs sends you a notification about the change.

Conclusion

You can encrypt data at rest by using CMKs that you can control and manage
using AWS KMS. Creating an encrypted file system is as simple as selecting a
check box in the Amazon EFS file system creation wizard in the AWS
Management Console, or adding a single parameter to the CreateFileSystem
operation in the AWS CLI, AWS SDKs, or Amazon EFS API. Using an encrypted
file system is also transparent to users, applications, and services, and it has
minimal effect on the file system’s performance. Encryption is available to you
at no additional cost.
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